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Capstone students are emailed a URL LINK to an excel spreadsheet so they can input
their project selection. Given that the URL link is hosted on Microsoft Azure, anyone
with an FIU email account outside of the Capstone cohort is given read/write access
to the excel spreadsheet. This leaves room for unwanted modification from threat
actors onto those students who have already selected their project.
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RISK ANALYSIS
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OBJECT DESIGN
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SECURITY RECOMMENDATIONS

 Move selection process off excel hosted by Microsoft SharePoint
and use Amazon Services to incorporate Security Features

 Use Cognito User pool and incorporate Lambda triggers to ensure
only FIU Capstone Cohort is given access

 Ensure project selection link is only linked via Canvas to ensure
students do not send malicious links
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Apply fine-grained

permissionstoAWS ~ Workforce users Permissions Resources within
services and resources with AWS SSO and with IAM policies | | your AWS organ ization

Aws | A M workloads with IAM roles

APl usage in AWS services Deliver events to Detect unusual API activity View recent events
with CloudTrail Insights or in the AWS CloudTrail
Am azon CloudWatch Logs Amazon EventBridge console, or analyze log
files with Amazon Athena
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SUMMARY

 The current capstone project selection process is confusing and unsecure.
We worked to make it a more efficient and secure process for students by
fully migrating to AWS. We created a front end where students can view the
project lists and securely sign-in and sign-up. The information on the excel
sheet was migrated to a secure SQL server hosted by AWS RDS. This can be
used to hold the students’ selection more securely, while ensuring other
students do not modify other students' selection’s or vandalize the process.
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