PROBLEM

Currently, project selection is being hosted on
Microsoft SharePoint, where students can
manually modify their selection and even other
students on the shared excel spreadsheet. This
process lacks security features such as MFA
and provides limited ability to log changes to the
spreadsheet. Current system also depends on
multiple sources of information for students to
select their projects.
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CURRENT SYSTEM

Students are provided a website hosting an array of projects
available for the semester, then they are provided a link to a
SharePoint spreadsheet where they manually need to
assign a project next to their name. The current
iImplementation allows all students in the class to view/edit
other students' info, selection, and even the lead members
activity reporting throughout the semester. Students have
limited ability to identify project availability on the
Sspreadsheet.

IMPLEMENTATIONS

Revamp front-end for project list with user-friendly design
AWS Cognito for user sign-up and sign-in

*Create webserver on EC2 instance to host website
*Enable load balancers for EC2

‘Implement autoscaling on EC2 instances

*Establish policies for improved application security and
accessibility

Implement CloudTrail for tracking user activity and auditing
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SECURITY RECOMMENDATIONS

e Use AWS Cognito for secure user authentication and
authorization to access

e Use AWS Security Groups and Network ACLSs to
restrict inbound and outbound traffic

o Utllize AWS Key Management Service (KMS) to
encrypt sensitive data

e Enable AWS CloudTrail to capture and monitor

REQUIREMENTS

» Control access to project selection

* Project List with description

» User Sign-in and Sign-up ability

 Ability to track and limit changes done by students
» Multi-Factor Authentication
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« Project Short Description:

The FIU’s Center for Internet Augmented Research & Assessment (CIARA) is a center involved with the Internet of future. and it operates a network infrastructure that connects

more than 1.500+ institutions in the U.S. and Latin America to the rest of the world. This network infrastructure is based on a new paradigm referred to as Software-Defined

Networking (SDN), which brings new challenges and opportunities to those in the networking field. One of the challenges being faced by CIARA is the lack of tools to do network pa ssword
operation and troubleshooting. In previous years. some Python seripts were created to address the lack of network visibility. and some of these tools need to be enhanced. NO

NETWORKING KNOWLEDGE is required to work on this project. Knowledge required: Python 3. Depending on the tool. the students can learn about PerfSONAR measurement

tools. Zabbix. SDN. OpenFlow. OESS. FSFW. Kytos Napps. and more.
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Need an account? Sign up

o Product Owner: Vasilka Chergarova, Ph.D.. IT Assistant Director, CIARA FIU. vchergar@fiu.edu

o Professor: Dr. Masoud Sadjadi. PhD. sadjadi@fiu.edu

. Project Title: App Development for Analyzing Biological Networks

« Project Short Description:

SUMMARY

Our projects aims to simplify and remediate security issues with the
current project selection process. Users are provided with a front-end
where they can learn about the different projects, then jump to selection
using secure sign-in/ sign-up options with MFA implementation using
smartphone app. We aimed to create a comprehensive, user-friendly
environment, that allows for maximum availability and reliability of
services using AWS avallable services.
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