Run this command in elevated powershell in the folder where the exe and xml files are:

sysmon.exe -accepteula -i IncludeAllExcludeCommon.xml

PS C:\Users\Bryan\Desktop\sysmon> sysmon.exe IncludeAllExcludeCommon. xml
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Loading configuration file with schema version 4.66
Sysmon schema version: 4.81

Configuration file validated.

Sysmon installed.

SysmonDrv installed.

Starting SysmonDrv.

SysmonDrv started.

Starting Sysmon..

Sysmon started.

PS C:\Users\Bryan\Desktop\sysmon=>

Once installed and started, open Windows Event Viewer
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Navigate to Applications and Services > Microsoft > Windows > Sysmon
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Right-click Operational and select properties
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Change default logging to “Archive the log when full, do not overwrite events”

Log Properties - Operational (Type: Operational)

General Subscriptions

Full Mame: Microsoft-Windows-5Sysmon/Operational

Log path: eSystemPRoote\System 32\ Winewvt\Logs\Microsoft-Windows-5Sysmon30perational.e
Log size: 64.00 MB(E7,112,960 bytes)

Created: Friday, April 8, 2022 1:40:53 PM

Madified: Monday, April 11, 2022 10:20:25 AM

Accessed: Monday, April 11, 2022 10:20:25 AM

@ Enable logging
Maxirnurn log size ( KB ): 655361
When maximum event log size is reached:

[ Chyerwrite events as needed (oldest events first)

S ——
Archive the log when full, do not overwrite events )

(") Do not overwrite events | Clear lzgs manually |

Clear Log

Select ‘OK’ and close the events viewer



