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IMPLEMENTATION REQUIREMENTS

PROBLEM CURRENT SYSTEM

The current version is compatible with machines running on The application utilizes various python libraries in -
Microsoft operating systems, recording event log data from Sysmon order to calculate and store data. Such libraries -
archive files, and calculates dissimilarity to find outliers within the include: scikit-learn, and pickle (for serialization). -
system.

This project is written in Python and uses various Python libraries
to store and calculate data as well as train virtual machines. Figure [1] shows the implementation and

The current version supports execution via command line prompt fynctionality of our data smoothing portion of the
with various flags for more detailed functionality.

Ransomware is a type of cyber attack which
demands payment in exchange for access to a
computer’s data or functionality.

With data security being a top priority of
companies and even individual users, the ability to
detect such invasive behavior can prove beneficial
to combating it as well.

The Ransomware Anomaly Detection program
was designed to aid the detection of ransomware
attacks using machine learning.

Microsoft Windows Sysmon v13.33
Python3 IDE
Sysmon Simulator

application.
Figure [2] shows the main structure of our
system, and which files execute with each other.

VERIFICATION

This project was tested using the Sysmon
simulator as a source of ransomware data.
Training was done with 30 days worth of
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