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Probem

Ransomware is a type of malicious
software, or malware, that prevents
you from accessing your computer
files, systems, or networks and
demands you pay a ransom for their
return. [1] Ransomware attacks are
estimated to cost $6 trillion annually
by 2021. [2]

Object Design

Current System

The current system of our project is
a Python application that reads
event log files, .evtx files, processes
the files to get the event data from
it, and pass the data to a string
comparison algorithm to train the
model at the beginning so later, we
can determine if a ransomware
attack is happening using our
application comparing any
dissimilarity to any previous events.

System Design

Implementation

1) Python 3.10
2) Sysmon v13.33

3) Dissimilarity Algorithm-String Comparison Model.

4) Google Docs
5) Github

Verification

Application was tested with Sysmon
Simulator and discovered a 75%

success rate.

Verification

Summary

The team was able to implement an anomaly
detection application written in Python. The
application is able to analyze Sysmon
Windows event logs that are used to predict
unusual behavior using a comparison
algorithm.

Personally, | was able
to learn how to work in an Agile environment
and learnt many topics in ML as well as how

the System Log in Winqaus, works:
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