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PROBLEM CURRENT SYSTEM REQUIREMENTS

According to the US chamber of commerce, a ransomware attack is a Modern ransomware attack systems involve use a combination of The main project’'s requirement was to develop an initial integrated
malicious access to an organization’s network, systems and data with malware analysis and automation. There are three different techniques machine learning solution that was able to detect possible ransomware
the purpose of encrypting or stealing data in exchange for a ransom. to detect malware in a system: attacks in a network. It had to take into consideration the MITRE ®
The malware enters the system through a phishing attack or a ATT&CK framework [IM1] to develop a behavior based solution.
directed vulnerability exploitation.[1] 1. Signature-based detection: Called the first defense layer, it
compares a ransomware sample hash to a system’s known It included the research and local testing of machine learning

According to the latest statistics, ransomware attacks have become an signature. Most antiviruses use this technique to make a quick algorithms, different approaches, and tools.
iIncreasingly important threat to commercial and government integrated systems scan.
systems in the last 10 years. MITRE | ATT&CK' Vatices Tocics ~  Techriques Miigatons -~ Grows  Sofware  Resources * |
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* In the first half of 2021, there were around 304.7 million behaviors against historical entries. It relies on the examination of e Torres e Weesen Tl TR
ransomware attacks, which was a 151% increase from 2020.[2] the file system, network traffic, and API calls. e T e | e L T '
« In the same year, businesses and government departments had to 3. Deception-based detection: It involves tricking the attacker in a e | e | e | o N
pay on average $1.8 million to recover their information. [3] controlled environment. One example is the use of Honeypots Bl e [ T TSR T |
servers to avoid production attacks. :
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* In 2021, Kaseya, a software company, was attacked by the hacker S R [ P el
group REvil. It infiltrated its IT infrastructure, and encrypted 1 Our solution uses a behavior-based approach to create a machine — ey | [EStifo N . D et | |
million systems in exchange for $70 million. It impacted more than learning model that can detect abnormal behavior. The Ransomware “ TH

1000 client businesses.[2] Anomaly Detection app trains a model using Windows Sysmon logs to
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