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PROBLEM CURRENT SYSTEM
IMPLEMENTATION
Ransomware is a form of malware designed to encrypt files The current system works with a behavior-based detection The learning machine model used is called Dissimilarity
on a device, rendering any files and the systems that rely techniqgue of malware analysis (evaluation of new Algorithm-String Comparison. The algorithm runs on
on them unusable. Malicious actors then demand ransom behaviors in comparison to previous ones), it achieves this Windows operating systems and uses Python3, Visual
in exchange for decryption. by recording event log data and then calculates Studio Code, and Windows Sysmon logs tool
dissimilarity. It is compatible with machines that use
Microsoft operating systems.
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-Sysmon EventIDs.
-Research on EventlDs’ attributes to be tested in algorithm.
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