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such threat is ransomware, which saw an
increase in strength and frequency in the last 28 years

since its creation. Today, a multitude of ransomware REQU IREMENTS

variants exist that disrupt personal computers,

network servers, and critical economic infrastructure. CU RRENT SYSTEM Software:

. Microsoft Windows Sysmon v13.33
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Aronaly Found for EID: 10 2022, from https://www.energy.gov/ceser/colonial-pipeline-cyber-incident
[['C:\\Usersy\Bryani\Documents\\College course work\\CIS 4951%\RansomwareAnomalyDetection\\SysmonSimulatori‘\x6d\\Release'\\SysmonSimulator.exe'], ['C:\\Windows\\System32 \whem' \WMIC
hnomaly found for EID: 11 2] Turton, W., &amp; Mehrotra, K. (2021, June 4). Bloomberg.com.
¥ V4 V4 ) V4 V4
[["18416'], ['C:\\Users‘\Bryan\‘\Documentsi\College course work\\CIS 4951%%\RansomwarefnomalyDetection’\SysmonSimulatory\xedy\Releasel\SysmonSimulator.exe']] . .
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