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TCP Source, TCP Destination, IPvé FLabel, ICMPv6 Type, ICMPv6 Code,
ARP SPA, ARP TPA, ARP SHA, ARP THA, PBB ISID.

® Jose Mercardo:

® Design, implementation and testing of following match fields with masks:
IPv4 Destination, IP Protocol, Input Port, IPvé ND Target, IPv6 ND SLL,
IPv6 ND TLL, IPv6é EXTHDR, MPLS Label, MPLS TC, MPLS BOS, Tunnel ID.
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® AmLight/User Story 6: As a user, | want to be able to
use the mask function for the Datalink VLAN ID matching
field of a flow as of OpenFlow v1.3, so that | can utilize
the OpenFlow v1.3 more realistically.
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Can utitize the vpenriow vi.s> more reatisticatly.

® AmlLight/User Story 11: As a user, | want to be able to
use the mask function for the IPv4 Source matching
field of a flow as of OpenFlow v1.3, so that | can
utilize the OpenFlow v1.3 more realistically.
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® Other User Stories:
® User Story 7, User Story 10, User Story 13, User Story
14, User Story 15, User Story 16
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® AmLight/ User Story 22: As a user, | want to use the
UDP Destination as one of the match fields for my
flow, so that | can utilize the OpenFlow v1.3 more
realistically.

® AmLight/ User Story 25: As a user, | want to use the
IPVé6 Source as one of the match fields for my low, so
that | can utilize the OpenFlow v1.3 more realistically.
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® AmLight/ User Story 30: As a user, | want to use the
IPV6 ND Target as one of the match fields for my flow,
so that | can utilize the OpenFlow v1.3 more
realistically.

® AmlLight/ User Story 33: As a user, | want to use the
IPV6 EXTHDR as one of the match fields for my flow, so
that | can utilize the OpenFlow v1.3 more realistically.
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Story 32
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® Amlight/ User Story 43: As a user, | want to use the
MPLS Label as one of the match fields for my flow, so
that | can utilize the OpenFlow v1.3 more realistically.

® Amlight/ User Story 46: As a user, | want to use the
PBB ISID as one of the match fields for my flow, so that
| can utilize the OpenFlow v1.3 more realistically.

® Amlight/ User Story 47: As a user, | want to use the
Tunnel ID as one of the match fields for my flow, so

that | can utilize the OpenFlow v1.3 more realistically.

INTERNATIONAL
| UNIVERSITY



Story 45

® Amlight/ User Story 49: As a developer, | want to
implement and test the IPvé packet structure, so that
the IPv6 packets can be used.
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Kytos User

Send Packets

Send a Flow

Kytos - OpenFlow1.3

<<include>>

<<include>>

Launch Kytos
NApps

Initialize the
Match Fields in a
Match

<<extend>>

Create a Match
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:Match :MatchField

Kytos |User

—
B

1
1: Create the match of a flow to be installed on a switch

|
Loop I
|

[for all field Tname, value in match dictionary]

[value is not None] 2: Create the match field with field_name and value

[field is not None] 3: Call field.as_of_tv() j

-

tlv

4: Append tlv to oxm_ fields list ]

—
—

— — —— —
OFMatch(oxm_match_fields=oxm_ fields)

I —~
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Client \

H<<access>>4>

flow_manager \

<<access>>——p»|

Client Server
Architecture

python-openﬂow\

<<import>>

of_core

<————<<import>>
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Client

% WebUI

Kytos Server

% Kytos NApps \
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MatchField

name: String
+ oxm_field: OxmOfbMatchField enum

MatchDLVLANPCP.

+ name: ‘dl_vlan_pcp'
+ oxm_field: OxmOfbMatchField. OFPXMT_OFB_VLAN_PCP

+ as_of_UV(): return OxmTLV
+ from_of_tlv(tlv): return MatchDLVLANPCP

MatchDLVLAN

+ name: ‘dl_vlan'
+ oxm_field: OxmOfbMatchField. OFPXMT_OFB_VLAN_VID

+ as_of_Uv(): return OxmTLY
+ from_of_tlv(tlv): return MatchDLVLAN

MatchDLSTe

+ name: ‘dL_src'
+ oxm_field: OxmOfbMatchField. OFPXMT_OFB.

TH_SRC

0.1

MatchlnPhyPort

+ name: in_phy_port
+oxm_field: OxmOfbMatchField. OFPXMT_OFB_IN_PHY_PORT

+as_of_v(): return OxmTLV.
+ from_of_tlv(ilv): return MatchinPhyPort

<<constructor>=>-_init_(value)
+as_of_tv(): return O3

+ from_of_tIv(tlv): return MatchField

+ __eq__(other: return True or False

+ name:

MatchIPDSCP

“ip_dscp’
+ oxm_field: OxmOfbMatchField OFPXMT _OFB_IP_DSCP.

+ as_of_tIv(): rewmn OxmTLV
= from_of_tlv(ilv): return MatchIPDSCP

MatchIPECN

+ nam
+ oxm_field: OxmOfbMatchF

ip_ecn’
1d.0FPXMT_OFB_IP_ECN

+ as_of_tlv(): return OXmTLY
+ from_of_tiv(tlv): return MatchlPECN

MatchARPOP.

: ‘arp_op!
+ oxm_field: OxmOfbMatchField OFPXMT_OFB_ARP_OP

0.1

+as_of_tv(): return OXmTLY
+ from_of_{lv(tlv): return MatchDLSrc

0.1

Pv6

+_version_tclass_flabel: UBIn32
th: UBIne16.
+ next_header: UBIn@
+hop_limic: UBIng
+ source: IPvGAddress
+ destination: IPvGAddress
+ data: BinaryData

<<constructor>>-_init_(version, tclass,
flabel, length, next_header, hop_limit, source,
destination, data)
+ pack(value)
+ unpack(buff, offset)

MatchBase

1 1 Flow
Match
T
~ from_of_match(of_match): return Match
+ as_of_match(): return OFMatch
5
0.1 0.1

+ as_of_tlv(): return OxmTLV
+ from_of_tv(1lv): return MatchARPOP.

MatchIPvGSre

o 6_ste
+ oxm_field: OxmOfbMatchField. OFPXMT_OFB_IPV6_SRC

+ di_src: MatchDLSrc or None
+ di_van: MatchDLVLAN or None
+dl_vlan_pcp: MatchDLVLANPCP or Nane
+in_phy_port: MatchInPhyPort or None
+ip_dscp: MatchIPDSCP or None
+ip_ecn: MatchIPECN or None

+ ipv6_dst: MatchIPV6Dst or None

<<constructor>>-_init_(dl_src, dI_vlan,
dl_vlan_pcp, in_phy_port, ip_dscp, ip_ccn,
arp_op, ipv6._src, ipv6_dst)
+ as_dict(): return Dictionary
+ from_dict(match_dict): recurn Match
+ from_of_match(of_match): return Match
+ as_of_match(): return OFMatch

+ as_of_dv(): return OxmTLV.
+ from_of_tv(lv): return MatchIPc6Sre

MatchIPvGDst

+ name: ‘ipv6_dst’

+ oxm_field: OxmOfbMatchField. OFPXMT_OFB_IPV6_DST

+as_of_Uv(): retum OxmTLV
+ from_of_tlv(llv): eturn MatchIPcGDst

FIU|
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Send the flow to Flow installed
the switch ’@

Initialize
‘—> Create a flow

|

Initialize match ‘
EIS

Match Created

Create a match
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Test Suites and Test Cases

*
)
./

Match Fields Test Cases

Levanealmer

1x:~%$ sudo mn --controller=remote
(,udo] password for kenia:
*** Creating network

e AdASmm ranteall e
m AesagrALmE - Q = o &
al¥ALinux:~-$ curl --location --request POST "http://localhost:8181/api/kytos)iat this console will work fine
/flow manager/v2/flows/86 00:00:00:00:00:00:01"' --header ‘'Content-Type: applicat
ion/json’ --data-raw '{
> "flows™: |
> {
“priority": 10,
“idle timeout": 360,
"hard timeout": 1200,
“cookie®: 13057375916202815382,
"match®: { .core.atcp server] (MainThread) Ne
“in port": 2,
“dl type": 2048, o server] (MainThread) Connection
"nw src®: "10.0.3.0/24" »st closed by client
)= y server] (MainThread) New connect
"actions": [

v

tos/of core] (Thread-13) Connectio
"action ;ype': “output®, 30:00:01: OPENFLOW HANDSHAKE COMPL
“port”:

>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
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class TestIPv6(unittest.TestCase):
“""Test IPv6 packets."""

def test_IPv6_pack(self):
"""Test pack/unpack of IPv6 class."""
packet = IPv6(next_header=6, hop_limit=64, source="::1",
destination="::2", data=b'testdata')
packed = packet.pack()
expected = b'" \x90\xB0\x20\x82\x08\x26@\x02\x0d"
expected += b'\x0@\xB82'\x20\x00\x00\x20\x22\x00\x02\x20\x20\x22'\x08"
expected += b'\x01\xB0\x28\x20\x00\x30\x82\xC0\x00\x20" \x00\x82\x08"
expected += b'\x0@\xB82\x00\x82testdata’
self.assertEqual(packed, expected)

def test_IPv6_unpack(self):
"""Test unpack of IPv6 binary packet."""
raw = b'"\x00\x20\x20\x02\x0c \x26@\x20\x0d"
raw += b'\x00@\x20\x20\x00\x00\x20\x82\x20\x02\ X80 \x20\x00\x08"
raw += b'\x02\x80'\x00\x00\x0\x20\x2a\x08\x0e\x20\x20\xea\x08"
raw += b'\x080@\x28\x28\x@lsomemoredata’
expected = IPv6(next_header=6, hop_limit=64, source="::2",
destination="::1", data=b'somemoredata’)
expected.pack()
unpacked = IPvE()
unpacked.unpack(raw)
self.assertEqual(unpacked, expected)
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well as Antonio Francisco and Humberto Diogenes

® Questions?
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® Jose Mercado
® jmerc053@fiu.edu
® https://github.com/jmercado101
® https://linkedin.com/in/jose-mercado-6a9674152/
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ttps://github.com/YuyanglLeng

® https://www.linkedin.com/in/yuyang-leng-1832241a8/
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