RSA Soft Token and VPN
INnstructions

This document includes instructions to:

v'Install the RSA Software Token program

v Import your RSA Software token attached to this email (sdtid file)

v'Setting up your PIN while on or off the Comcast Network
v'Authenticate to VPN



If you have additional guestions please
contact the below groups:

The DSC is available 24/7 - http://dsc/ or 1-888-570-0778

They can help you to:
v’ Reset your PIN(Remember you can reset your PIN at https://cada.comcast.net)

v’ Check your failed login attempts
v Help with VPN setup

The Security Response Center is available 24/7 - 1- 877-249-7306

They can help you to:
v Resend your token (Remember you can Download your token from https://cada.comcast.net)

v Enable your token
v’ Help with any specific Security related questions or issues



Install the RSA Software Token program

1.

5.

First check if you already have the program installed — Most Comcast builds will include the

software program oy ke

Symantec Endpoint Protection

Click Start -> All Programs -> RSA -> RSA SecurlD Token b

| e and file o

If the RSA Securid token application is installed, skip to “Import your token” section of this
document

Please work with your Local IT if you do not have admin rights to your computer as you will
not be able to install the new application.

Install the RSA SecurlD Token software by clicking one of the links below

e On Comcast network link:

* https://wiki.io.comcast.net/download/attachments/40579412/RSASecurlDTokenmsi.zip

e External Network Link:

e http://www.emc.com/security/rsa-securid/rsa-securid-software-authenticators/ms-

windows.htm

* For MAC OS instructions:

* https://wiki.io.comcast.net/display/PAS/Using+a+Mac+at+Comcast#UsingaMacatComcast-

CiscoVPNclient



https://wiki.io.comcast.net/download/attachments/40579412/RSASecurIDTokenmsi.zip
http://www.emc.com/security/rsa-securid/rsa-securid-software-authenticators/ms-windows.htm
https://wiki.io.comcast.net/display/PAS/Using+a+Mac+at+Comcast#UsingaMacatComcast-CiscoVPNclient
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Import your token e 3

LE SecuniD

1. Unzip the RSA SecurlD Token file (sdtid) from the email and SAVE to your
download file

2. Open the RSA SecurID Token (Start/Programs/RSA SecurlD Token)

3. Your token should be automatically imported into the RSA Software
token

4. If the RSA SecurlD token does not give you the message: ‘automatically
imported token, do you want to rename?’ Then you will manually need

to import the token

5. Inthe RSA Software token click the Options Dropdown -> Import token ->
Browse to sdtid token in downloads folder and click import

6. You can name your token or leave the token number




Setting up your PIN while on the Comcast Network

. Vly Account : Account Status Logged in as epalme00. [Mot Yet Adr
1. Loginto CADA -
Overview Details
https://cada.comcast.net
Email Address Erin_Palmer@Cable.Comcast.com My Access
. Account Status 0K Iy Hosts
2 N At M y AC CO u nt’ u n d e r Deta I IS : Unix Username epalme00 (26858) My User Groups

Primary Unix Group (25000)

click Change My Pin — Circled
Login Shell [nin/bash Iy DrieSraune
b e I ow Last Login 2014-04-30 16:13:24 +0000

Account Activates 2012-10-21 01:02:25 +0000 Instructions
Account Expires Never RSA Software Token

3 . Type i n 4 to 8 n u m be rS b ut Account Created 2009-12-02 20:19:05 +0000 Setup Steps

Account Modified 2009-12-02 20:19:05 +0000 Usger Guide

they can’t start with a zero.

Change Kerberos Password

New Kerberos Password

4- YOU mUSt nOW remember your New Password Confirmation
pin to use later for VPN access

RSA Next Token Code Passcode Status

5. Fol IOW d i rections for ((Norma I Next Token Code Bad Passcodes Count 0

RSA Token Details

V P N A Ut h e nti Cati O n " O n Ce Off Token Serial # Type  Status  Assigned On PIN? PIN Download Expires New PIN

Status Mode

th t k Software Hlag 2014-02-18 _— [Cownload 2018-06-30 00:00:00 Reset
e networ 0001402 D ENa0IEd yegegnwonnn TP 0K ngqany ) +0000(overdvears)  PIN



Setting up your PIN while off the Comcast
Network

1. Open both your RSA Software Token and your Cisco VPN Client

2. Inthe Cisco VPN Client - choose “Comcast RSA GSLB” entry
v’ Enter your Network ID in the Username field

v Your password will be generated by the RSA Software Token
v Click the blue arrow with no PIN

v’ Enter the 8 digit code in the Password Field

[ Comcast v) | Options VJ =8

# VPN Client | User Authentication for “"Comcast - Bedr... E|

Enter Username and Password. Enter PIN: 4
@ Username: |i|:|i|:|i|:|i
Paszward: | SecurlU

e e —ttetictctanl

Cancel

Click here to get
your tokencode



Click Gsnnect on VPN Client

# status: Disconnected | VPN Client - Yersion 5.0.02.0090 |:||E E|

/Qon/mﬁsqmes Status  Certificates Log Qphions  Help
£
_%.3 =) NI

Connect Mew | rpaort b by Delete CISCO
hitries I Certificates | Log |

Connection Entry Host
Comcast RSA GSLB ¥pn.comcast_net

1 | | ]

| Mot connected, |

# YPN Client | User Authentication for “"Comcast_RSA_... |g|

Enter Uzername and Passward.

|I|I|I|I| U zernarme: IEnter T Login
CIsSCo

Passward: |

k. Cancel




Enter NT ID

# VPN Client | User Authentication for “Comcast_RSA_... [g|

Enter Uzername and Passward.

oif1en|ny Username: |Enter MNT Login
CiIsco

Password: ||

Ok Cancel

# YPN Client | User Authentication for “Comcast_RSA_... [g|

Enter Uzername and Passward.

o141 |1, Usemamel [epaime0n /

S T— N “

Ok Cancel




Click on Blue arrow to get TokenCode

000107725336 | Options v

Tokencode:

04077133
: 1 Rg-{épter PIN J Wf Z
[ securi>” ——

If Passcode is listed
here — go back and do
not enter a PIN




Copy Tokencode into VPN Client Password
field

Enter Token Code here

000107725336 ( Options |

Tokencode:

# YPN Client | User Authentig i for "Comcast - Bedr... E|

-
\ Enter Uzername and Passward.

|I|I|I|I| Izername:; |epalmeEIEI
Cisco

FPazzword:
ndo Chrl+2
OK  Redo Chrly
Zuk Zhrl4
Copy Chrl4C

Right Click or Ctrl +V Clear
to paste Select Al Ctrl+a
Or

Type Tokencode into
Password field




Now you are prompted to create a PIN

# YPN Client | User Authentication for "Comcast_RSA_... [E|

Enter a new FIM having from 4 to 8 alphanumenc characters:

The PINis4to 8

il g /
numbers but they can’t cisco :emamd = A\
Pazswold:
start with a zero
ar. | Cancel

Enter same PIN

Click Re-Enter PIN

5336 [ Options v] & 82 000107725336 | Options v ) &= &2
.
Tokencode: \

04 3 ]
4 Re-enter PIN LQEBZ]

RSA




Last Step — Copy Passcode into Password Field

000107725336 | Oétions v) :;
Passcode: 7\' A
6024 998

| 7
Re-enter PIN | | Copy ) |

Right Click or Ctrl + V to
paste

or

Type Passcode into
Password field

# YPN Client | User Authentication for “Comcast_RSA_... |g|

PIM Accepted.
Wiait far the token code to change,
then enter the new passcode;

ot vt oy dsemame:

cisco

xxxxxxx

Pazzword: I

ak Cancel |

Enter Passcode
here and click OK




Successful Connection

# YPN Client | Banner

Thiz =yztem iz for the uze of Comcazt emplovess. Comcast reserves the right bo monitaor to ensure
compliance with applicable Comcast policies and applicable laves, Your uze of thiz system
conshitutes your acceptance, vour consent to monitanng, and pour express agreement o use thiz
gpztem in compliance with all applicable law. Unauthorized use of this systern may result in a
revocation of your privileges, dizciplinary action, termination of emplovrment or contract, or referalz
to law enforcement.

Dizconnect




Normal VPN Authentication

000107725336 | Options v ) &= &2 000107725336 | Options v ) & &2
=

Passcode: \

Enter PIN:

Ly securip® f L&Y securip®

# VPN Client | User Authentication for “Comcast - Bedr... |E|

Enter Uzername and Passward.

o | Ll | 1, Uzername: |epalme[l[l
CIsSCo

xxxxxxxx

Pazgword: |

ak Canizel |

Enter Passcode
here and click OK




