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4 ARCHITECTURE

® Small businesses often outgrow
informal technology setups.

® User accounts, files, and devices Y-
become hard to manage.

1 THE CHALLENGE

Active Directory
Centralizes users, groups, and devices.

Wo— (D

Weak security and missing backups Internet / Microsoft 365 S = voup F{}I“{y . _
increase business risk. Cloud Services Firewall / & Cloud Services = Enforces settings and improves security.
Troubleshooting takes longer when VPN Gateway
systems are not centralized. VMware
® The business needs an affordable Runs multiple servers on one physical
solution that can grow. machine.
2 STAKEHOLDERS & REQUIREMENTS Core Switch / Network BitLocker
— Encrypts drives and protects data.
STAKEHOLDERS REQUIREMENTS
ﬁ Secure logins and user i — shared Storage
) Business Ow < > -
aik Mii:::i?mmﬂe” access control VMware Host (Virtualization Platform) _I | Central place for files and shared data.
= ) Centralized device and _
% IT Administrator SO, ¥ gEment L " 6 Backup & Recovery
i 9 Shared file storage and T Protects data and enables quick recovery.
collaboration
&) Reliable connectivity and Domain Controller / File and — R
easy maintenance DNS / DHCP Print Server | Management Server Shared Storage / - =
S @) Backup, recovery, and s ik i ¢, NAS 7 SYSTEMS & OPERATIONS (SO6)
‘ room for future growth
and maintenance
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3 OUR SOLUTION
We designed a layered small-business IT environment using D
E{indfv-rﬁ EEWET. ‘Iullj"lul'i:'_m::ln::-'.'.-'ib 'Ir‘IEdF’n:. VMWEF‘E' uirTluaIiztatini{‘u, Active Developed a deployment design for servers,
IreClory, Lroup Folicy, sha storage, nrewall protection, : :
BitLocker, and cloud services. The goal is to make daily operations i . B B F SO e oS
aasier. safer. and more scalabla, Wmduwal 11 I"-ule_twnrl-t Wi-Fi J" Mobile Devices
o , , _ workstations Printers Access Point _E Planned routine patching, monitoring, backup
= Virtualized core services to reduce hardware cost g = = « v —
T | v—[ checks, and recovery tasks
= © RESULTS & BENEFITS
Centralized identity and policy management with —
Active Directory and Group Policy EE Created user and administrator guidance
—_ Centralized P4 Dail L__l ‘
Security-first operations with role-based access, o) @ o 50 100 u 3 Account & Polic Ba -E: NRONGEg Syxmm o8
BitLocker, backups, and least privilege '.‘ Users m Core ‘G - < or |
Supported Virtual Servers Management €% Strategy

8 WHAT'S NEXT
y @) Better data protection and

| ffboardi
@ Add mutti-factor authentication m Expand automated cloud backup ﬁ Faster ﬂnhﬂardlng and o rd g business {:{}ntlnult:,r

&) Easier maintenance and troubleshooting & Scalable design for future expansion

¢ Implement asset imventory and ticketing Add remole monitoning dashboard
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